Yakima County Fire District 12– Standard Operating Guidelines

SOG 5-4 – Response to Incidents of Terrorism

1.0 General

1.1 Purpose.  This standard operating guideline is intended to provide guidance and direction in the response to and mitigation of incidents involving the use of terrorism or weapons of mass destruction.

1.2 Scope.  This standard operating guideline shall apply to all members of Yakima County Fire District 12
1.3 Enforcement.  Enforcement of this standard operating guideline is the responsibility of the District’s officers.  Any person deviating from the provisions of this guideline may be required, at the discretion of the officer in charge, to submit in writing, within five (5) calendar days, an explanation for such deviation to the requesting officer who will forward the explanation up the chain of command for further review.

1.4 Note.  Personnel of the District may be the first responding organization to an incident of terrorism.  Hazards of a terrorist incident include biological, nuclear, incendiary, chemical, and explosive threats.  Terrorist incidents are federal crime scenes and appropriate steps must be taken to preserve evidence.  As in any hazardous materials incident, responding personnel should take every precaution to protect themselves and contain the incident.  Communication among many different organizations will be required to successfully mitigate the incident.  Because of the sophistication criminals who use terrorist tactics and weapons, responders should be aware that any incident could be the result of a terrorist attack.

2. Characteristics of Potential Terrorist Events

2.1 If two or more of the following characteristics are present, consider that a terrorist event may have taken place:

A.  An event is scheduled for a location of potential terrorist interest such as:

· Symbolic or historical targets;

· Public building or assembly areas;

· Controversial businesses (family planning clinics, fur dealers, etc.)

· Infrastructure systems (public safety buildings, transportation, communications facilities)

B. The event involves:

· Explosives;

· Hazardous materials;

· Infrastructure degradation or damage;

· Mass casualties;

C. The event coincides with the dates/times noted below:

· Historically significant dates (anniversary of a terrorist event day of the week like a fire in a government building on the weekend)

· Time of day (a fire in an abortion clinic at night)

2.2 Other indications of a potential terrorist event include:

· Unexplained patterns of sudden onset mass illnesses and/or deaths;

· Unusual tastes or odors;

· Unexplained signs and symptoms or skin, eye, or airway irritation;

· Chemical containers, spray devices or lab equipment in unusual locations;

· Items or containers that appear out of place at unusual incidents, which may indicate a secondary device;

· Spot fires;

· Fires of unusual behavior;

· Incidents where the responder’s experience and intuition indicate that the event is not “normal.”

3. Scene Safety Considerations
3.1 Remember that initial responders are potential targets for secondary devices.  Be aware of any containers, packages, or devices that appear to be out of the ordinary.  Avoid positioning apparatus (particularly the command post) in predictable locations.

3.2 Full structural firefighting personal protective equipment with SCBA is the minimum level of protection for initial responders.

3.3 Initial responders should avoid contact with any suspected biological, chemical, or radiological and explosive or incendiary devices.

3.4 Initial responders should avoid contact with contaminated casualties.

4. Scene Isolation
4.1 All responders shall stage personnel and apparatus upwind and uphill from the incident.

4.2 Establish hot, warm, and cold zones as prescribed by SOG 5-1, Hazardous Materials Operations.
4.2.1 A minimum scene safety zone of 1000 feet from the incident should be established.

4.2.2 If a chemical agent is identifiable, utilize the North American Emergency Response Guidebook (NAERG) to determine minimum scene safety and evacuation distances.

4.2.3 If the agents cannot initially be identified, utilize the NAERG ID number 2810 for nerve and blister agents and ID number 1051 for blood agents.  Agent classification may be determined from signs and symptoms exhibited by casualties.

4.3 Contaminated casualties should be isolated within the warm zone while decontamination procedures are established.

5. Notifications

5.1 Any unit recognizing or suspecting a terrorist event shall immediately notify the Incident Commander and warn any arriving units of the possible terrorist nature of the event.

5.2 Upon receipt of information that there is a known or suspected terrorist attack, the Incident Commander will:

1.) Ensure that action to protect personnel (including evacuation of the area, if appropriate) and isolation of hazards have been initiated.

2.) Notify SUNCOMM and request:

· A full commercial structural assignment;

· The response of local law enforcement;

· Washington State Patrol
· That the regional office of the Federal Bureau of Investigation be notified.

6. Additional Considerations

6.1 During the initial stages of the Fire District response to terrorism events, the Incident Commander should consider the following issues in their decision making:

· Always consider that a secondary device may have been planted to kill or injure initial responders.

· Only Level A Chemical Protective Clothing should be worn in the hot zone until agent identification indicates that a lower level of protection is permissible.

· Responders will require rotation and rehabilitation on a periodic basis.

· Consider current and predicted weather when making scene isolation and evacuation decisions.

· Consider the use of building HVAC to limit or PPV fans to control the spread of chemical vapors.

· Based on the physical and chemical properties of a suspected agent, weather conditions, and number of people in the incident area, consider sheltering affected populations in place as opposed to a large-scale evacuation.

· Early identification of the suspected agent/source of the incident will assist in the safety, decontamination and treatment of responders and casualties.

· Request additional resources including command level officers early into the incident so that there are sufficient resources to mitigate the incident and to staff positions in the incident command positions.

· Remember that while the preservation of life and prevention of injuries are the highest priorities, the incident is also a federal crime scene.  Communication, cooperation, and collaboration with law enforcement agencies are of the utmost importance.

· Consider requesting the FAA to limit helicopter traffic in the vicinity of the incident to reduce the spread of agent contamination by rotor wash.

· The number of casualties should be estimated if not definitively known.  The Incident Commander shall notify SUNCOMM in the event of a mass casualty incident.  A mechanism to triage, treat, and transport casualties must be established.

· Emergency and technical decontamination must be established for casualties and responders respectively.

· Consider that the media response to such events will be overwhelming.  The on scene presence of a Public Information Officer will be required early in the incident.
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